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Why choose DSM-Vault?

A No capital outlay

A Scalable

A Encryptable

A Reliable

A Configurable

A Compliance

A Multi-platform

A Simple file retrieval

A Easy management

A Eliminates expensive tape storage
A Releases hours of IT staff time
A Major Business Continuity

9% of businesses
heir data in
close

that lose
within two years



ARE YOU TOTALLY CONFIDENT YOU COULD
QUICKLY AND COMPLETELY RECOVER ALL YOUR DATA
FROM TAPE IN A DISASTER?

No matter the size of the business its data is priceless to its
success. DSM’s electronic vaulting service is one of the
simplest and most cost effective ways to protect data and
ensure business survival.

DSM-Vault is a service which securely transmits your data to
an offsite data centre from where you can very simply restore
anything from a single overwritten file to an entire copy of
your data, if necessary to completely dissimilar hardware.

Automatic and Secure

DSM-Vault online backup suite is self managing. There are no
tapes to handle and little need for administration. Once the
backup is configured the system manages itself. Your on-site
DSM-Vault "Collector’ will automatically backup the
information you have selected, when scheduled to our
secure data centre.

The Benefits of Being Offsite

DSM-Vault offers substantial benefits. Whatever happens to
your systems, your data is safe. If you are required to keep
documents — by the FSA, Customs & Excise, HMRC, etc — an
online backup solution ensures your information will be
recoverable.



Business Continuity

The ability to recover data and rebuild critical servers is an
essential element of Business Continuity. DSM can provide
replacement servers configured with the data from your most
recent backup. Alternatively you can access your data
remotely, or carry out your own system restore at the DSM
facility.

DSM-Vault can be an integral part of a Business Continuity
solution using the full range of services available from DSM.
Server hosting is on offer in the highly resilient Data Centre
and there are a number of workplace recovery suites with a
total capacity of over 750 seats.

DSM can work with organisations to develop and test
Business Continuity Plans which will keep vital functions
operational in any disaster scenario.



RELIABILITY AND ARCHIVING

DSM location

An offsite backup solution is only as good as the backup location. DSM -
Vault is located in DSM’s own Business Continuity Facility (see
www.dsm-gb.co.uk). This building is located within a dedicated secure
compound which is controlled, Alarmed and monitored 24x7. The site
has several diversely routed communications links. Power is protected
by multiple generators and UPS equipment. Onsite fuel supplies enable
weeks of mains-independent operation.

Is the DSM-Vault backed up?
A daily image of the DSM-Vault is stored off site
is the customer (collector) unit backed up?

The DSM-Vault will by default backup the (collector) at the end of the
backup.

When is data safely backed up and offsite?

DSM-Vault and Collector work in unison. Data is backed up in real time,
and the Vault and Collector monitor the successful uploading of
changes. You can choose to be notified of the status by email or simply
view from the console.

How many versions of the offsite backup can | have?

DSM-Vault is highly configurable to suit your requirements. DSM-Vault
adds incremental changes to the current backup set so you always have
a full backup. To be prudent you will probably want at least one
additional backup set. Creation of this can be automated for a given
time (e.g. Sunday Morning) DSM-Vault can take a copy of your Master
and save it as Master -1. If you elect to keep 4 weeks of backups you
would have 5 sets.

Archiving is available as an option and local copy storage on the
collector to allow simple, fast data recollection from the collector.



DATA RESTORATION
When are files available for restore?
Immediately after they have backed up to the offsite vault.

Can | restore to a specific point in time?

The DSM Collector will display all the files that were backed up at any
time on any day. If the backed up files have not been overwritten by
more recent versions, or deleted by an administrator, they can be

recovered. It is also possible to restore a complete backup set. If you
keep several Master backup versions, it is possible to restore all or part
of any one of these. This feature is useful for rolling back applications
that have failed due to reconfiguration or conflicts in new drivers. It can
also be used to manage and limit the repercussions of a virus infection.

BARE METALO restore

DSM-Vault offers Bare Metal restore. In a scenario where a complete
system is lost, The vault does not require an identical machine to
restore.

What happens if | experience a major problem?

If your data is destroyed or unavailable, we will provide a replacement
which will need your encryption key details. The options are:

1. A complete restore ‘over the wire™ subject to sufficient
bandwidth availability

2. We deliver/you collect your data from the DSM-Vault on
removable hard drive

3. We provide a server/server(s) with your operating systems,
applications and data pre-installed and ship these to your site

4. You bring your replacement equipment to our site and restore
over our LAN



Critical and non critical data

With tape backup it is difficult to separate different data, operating
systems and applications. DSM-Vault shows you your complete backup
set graphically. Therefore is simple to prioritise what you restore.

DSM-Vault is completely scalable. It can backup a single server, a server
and workstations, several servers, a SAN or a complete network. There is
only one DSM Collector required per site so all the hassle of separate
hardware for each server and complex licensing is alleviated. As your
data grows, as you build your business, DSM-Vault backup system lets
your backup grow to support your growing business.

DSM-Vault online backup has encryption up to governmental grade 256
bit DES available. It also allows you to keep data for as long as you like.

A DSM'S SOLUTION WILL NOT DEGRADE - UNLIKE TAPE SOLUTIONS

A NO PROBLEMS OF NEW TAPE STREAMERS BEING UNABLE TO READ
OLD FORMAT TAPES

A FILE IDENTIFICATION AND RETRIEVAL WITHIN MINUTES - NOT DAYS

A EASIER TO ACHIEVE 1S0:27001 SECURITY COMPLIANCE THAN WITH
TAPE SOLUTIONS



The set up process

DSM will supply, install and configure your Collector unit. The
Engineer will install the management interface on one or more PCs
on your site and provide basic training for your team. Typically the
whole installation takes approximately one hour and support is
included for the first month free of charge. The initial back up is
made to a removable hard drive from which it is loaded onto the
Vault at the DSM Data Centre. All subsequent backups are
transferred incrementally via secure data links to DSM-Vault.

Administration is minimal and simple, However DSM can provide a
complete managed service if preferred.




DSM-Vault vdés Tape Backup

Efficiency and Reliability

Tape systems frequently fail and are notoriously poor at reporting
when a backup fails. DSM-Vault offsite backup is reliable with an
auto recovery system and active reporting.

Disaster Recovery

In a total site loss your latest backups are likely to be in your tape
drives on your site. If tapes are stored offsite, these need to be
secured and delivered to wherever recovery is being implemented.
If one tape fails, recovery may be totally impossible.

Storage

Tapes should be stored offsite in a commercial quality magnetically
shielded vault that is light, humidity and temperature controlled.

Durability

Tapes wear out and require regular replacement. Tapes have an
average 30% failure rate -increasing with age.

Network Solutions

DSM-Vault can back up a whole network comprised of any
hardware platform and operating system. It is a highly
configurable solution, for instance key data can be set to back up
every hour while operating systems may be scheduled on a weekly
basis.

“9()% of businesses
that lose their data

in an emergency
close within two
years.” BC




Capacity and Scalability

DSM Vault
Life-Time Compatibility
Compliance
Human Intervention
DSM-Vault

File Recovery

Costs




